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Part: A

1: Which two software components are prerequisite products for the Common Audit and
Reporting Service (CARS) event server? (Choose two.)

A.IBM DB2 Server

B.Crystal Enterprise Server

C.IBM Tivoli Directory Server

D.IBM WebSphere Application Server

E.IBM Tivoli Access Manager Authorization Server

Correct Answers: AD

2: Click the Exhibit button.
You want to use TCPMON between the two WS-Provisioning Service instances.

How do you configure the endpoint of the partner WS-Provisioning service (i.e., the destination of
step 3) so that TCPMON can be used?
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DBasic Scenarnio:

1. Reacting to an LDAP update from, for example, a pdadmin command adding a user, the 1B cient LOAP event handler detects the type of update and
£reates an appropriate ws-provisioning message for the partner.

2. The message is sent (unsecured} to the focal provisioning semvice.
3. The Provisioning Service utilizes WS-Security configuration o add security to the message and sends it to the partner provisioning semvice.

4 After authenticating and authonzing the operation (using WSSM), ws-security infarmation is removed and the unsecured message is passed tao the server
DL

5. Thedemanstration code performs the appropnate server-side operation [e.g. using the TAM AP to pravisioning the user to the local TAM systam).
6. Asuccessful status response is sent unsecured to the service-provider local provisioning semvice.

7. The provisioning service adds ws-security to the response.

8. The identity provider provisioning sefvice authenticates the response and forwards it unsecured to the [DI, which intum logs the respanse.

A.modify the ITFIMClientIDI.properties file

B.modify the ITFIMClientScript.constants file

C.use the IBM Tivoli Federated Identity Manager Console to modify a custom runtime parameter
D.use the WebSphere Application Server Administration Console to modify the WS-Provisioning
application properties

Correct Answers: C

3: What is the default trace file (for Linux) that is used for the initial debugging of IBM Tivoli
Federated Identity Manager Runtime?



A /opt/IBM/FIM/logs/< ITFIM Domain Name>/tivoli-common/FBT/logs/msg.log
B./opt/IBM/FIM/logs/< ITFIM Domain Name>/tivoli-common/FBT/logs/trace.log
C./opt/IBM/WebSphere/AppServer/profiles/<servername>/logs/<profile>/trace.log
D./opt/IBM/WebSphere/AppServer/profiles/<servername>/logs/<profile>/SystemOut.log
Correct Answers: B

4: RBTelco is a large multinational company that outsources health care benefit management to
RBBenefits. RBTelco employees access RBBenefits resources through an authenticate-able
account at each company. RBBenefit and RBTelco will use SAML V1.0.

Which IBM Tivoli Access Manager for e-business (ITAMeb) and IBM Tivoli Federated Identity
Manager (ITFIM) components are required to be installed at RBTelco?

A.TAMeb Runtime, TAMeb Policy Server, TAMeb Authorization Server, TAMeb WebSEAL
Server, ITFIM Runtime and Management Services, ITFIM Management Console

B.TAMeb Runtime, TAMeb Policy Server, TAMeb Authorization Server, TAMeb WebSEAL
Server, ITFIM Runtime and Management Services, ITFIM Management Console, WebSEAL
Application Developer Kit

C.TAMeb Runtime, TAMeb Policy Server, TAMeb Authorization Server, TAMeb Java Runtime
Environment, TAMeb WebSEAL Server, ITFIM Runtime and Management Services, ITFIM
Management Console, WebSEAL Application Developer Kit

D.TAMeb Runtime, TAMeb Policy Server, TAMeb Authorization Server, TAMeb Java Runtime
Environment, TAMeb WebSEAL Server, ITFIM Runtime and Management Services, ITFIM
Management Console, ITFIM Demonstration Scenarios, WebSEAL Application Developer Kit
Correct Answers: A

5: Which security token may carry user attribute information as part of the defined token format?
A Kerberos

B.RACF Token

C.SAML Assertion

D.Username Token

Correct Answers: C

6: You have successfully configured EchoClient and EchoApplication secured by Web Services
Security Management (WSSM). You want to test that authorization is correctly being performed
on the request. Which technique would allow you to do this?

A_stop all running instances of PDACLD

B.log in to the EchoClient as a different IBM Tivoli Access Manager for e-business (TAMeb) user
C.change the TAMeb ACL policy applying to the Web Services namespace

D.update the authorization module configuration in the Trust Service using the IBM Tivoli
Federated Identity Manager Console

Correct Answers: C

7: When designing a system to use WS-Federation, which browser Single Sign-On (SSO) method
should be used?
A Browser GET



B.Browser POST
C.Browser Artifact
D.Browser Response

Correct Answers: B

8: When recovering from a disaster, the backup and restore operation you use is similar to the
export/import configuration procedure, with one additional step. Which additional step must you
take when recovering from a disaster?

A.A new WebSphere profile is required to restore the configuration.

B.The restored system requires the IBM Tivoli Access Manager for e-business (TAMeb) JRTE to
be manually configured against the WebSphere's Java Runtime to allow the IBM Tivoli Federated
Identity Manager (ITFIM) Runtime to function properly.

C.The ITFIM Domain needs to be created manually within the Integrated Solution Console.

D.The ITFIM Runtime instance needs to be re-registered with the TAMeb policy server by
running the SvrSsICfg command.

Correct Answers: C

9: Which XSL if statement checks for the existence of a homepage attribute within an STS
Universal User XML structure?

A <xslif test="//stsuuser: AttributeList/stsuuser: Attribute[attr="homepage'] ">

B.<xsl:if test="//stsuuser: AttributeList/stsuuser: Attribute[ @ name="homepage']">
C.<xsl:if-exists="//stsuuser: AttributeList/stsuuser: Attribute/custom: Homepage ">
D.<xsl:if-exists="//stsuuser: AttributeList/stsuuser: Attribute[ @ name="homepage'])>

Correct Answers: B

10: Click the Exhibit button.
When planning for secure communications between a partner and the Point of Contact, at what

level is the SSL connection defined?
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A.each individual partner within a single federation

B.all federations configured for an instance of IBM Tivoli Federated Identity Manager (ITFIM)
C.each individual federation within an instance of ITFIM

D.all federation functionality fronted by a single instance of IBM Tivoli Access Manager for
e-business WebSEAL

Correct Answers: C

11: What is the default message level configured for IBM Tivoli Federated Identity Manager?
A_error messages only

B.disable all messages

C.error and warning messages only

D.info, error and warning messages

Correct Answers: D

12: Click the Exhibit button.
If an invalid username and password is entered on the EchoClient, which log files will be the first

to record this (assuming all components have necessary logging and tracing enabled)?



Teg Systern Corfigur dionfor WSS Configur ion (WAS 6 with Web Services Gaeway
WebSghere 6.0 15c
Fil Corsole
) _ i T sadto configue e
: ; chain
‘g‘:fp;er‘f éﬂp“ﬁm ITFIM Rurtime Used e
5 u%aot)m | (rclues Tet Sewice) aitomaiionofihe
wieh sendices cdl POMGRD
usedfor editingWs-
Securty edensicns A L el e POACLD
] AppSv@ | [WeTIE SRR G D
EchoCliert : g -
{echodientappiicaion eary 250 k ) ; e 188
WS Gacuriy | WSSk Vegamm (S Secuy wihad sarngercydion (e;c;;'\pﬂ’;ﬁ']g} : s
statwith WebSpheres ~[ : : 5
laurchClient [ bd [ shi]
Thetest somario with WSGW s
1. EchoCient appicaion is stated and afundion is sdeded which instigetes aweb servi ces call
2 Remila WebSpherns WS- Security is congured for the diert appication] with 2 caliback handier fia prompts the User far fogin
redarials {usaTame f passaond.
3 The usemame and password e bulitintoa LisermameT dken and sent in the SOAF header to the EchaBenvice an the Web Senvices
Gatgaey. FUE We-Secrty Signng and enyption is usedio guarartee the ntegnity of hetokar _
4. WESM is comfigured on the ot eway's WS-Secunty handiers andthe [TRIM Trust Semvice is caledto exchange fe usemame taken
for & ocal idertity (SAM_ Assertion).
5 Wathe SAML jass|ogin corfiglration the identity irformiation in the Authenticall mStaternent o the SAML Assertion is usedito buida
JOEE Subjedt andtheweb savice cal exentes wihin the contedt of that subjed The Cateway ropogeies that identity (LEina WS-
Seariy) tothe echo Appication IITING on AIPSVG2 No WS Securly Sgring and enayption S Lsed on the oLEbourd ressage ram
thegeteway, and the SAML Asserion is essartidlly Lsed a5 akind of 1D Assertion, assuming a inusted network between AppSn3 and
Az

A.the PDACLD authentication audit log

B.the EchoClient log during token generation

C.IBM Tivoli Federated Identity Manager (ITFIM) tracing on AppSrv01 during token validation
D.ITFIM tracing on AppSrv03 during an attempted JAAS login

Correct Answers: A

13: Which utility is used to configure the WebSEAL Server once the files are installed?
A.pdadmin

B.pdconfig

C.web_config

D.config_web

Correct Answers: B

14: Which two tasks are required to install Service Integration Bus Web Services? (Choose two.)

A.install the Resource Adapter

B.configure SOAP listener port

C.deploy the Service Integration Bus application
D.install the Service Data Objects (SDO) Repository
E.create a new WebSphere Application Server profile
Correct Answers: A D

15: What are two functions of a custom mapping module? (Choose two.)

A .records the token assertion
B.maps a STSUUSER input to a SAML token



C.looks up attributes in an external data source

D.maps a user's alias during the account linkage operation in SAML 2.0 and Liberty 1.2 protocol
E.maps a GUI XML attributes into UI controls that are used by the IBM Tivoli Federated Identity
Manager Console to collect the input data

Correct Answers: A C

16: The configuration of a Web Services Security management (WSSM) Partner allows for the
specification of XSL mapping rules. What is the input and output of these XSL mapping rules?
A.The input to the XSL mapping rules of a WSSM Partner is the binary security token as received
on the Web Service request. The output of the mapping rules is a new security token ready for use
by the Web Service application.

B.The input to the XSL mapping rules of a WSSM Partner is an STSUniveralUser XML document
created from the security token received on the Web Service request. The output of the mapping
rules is an arbitrary collection of attributes that will be made available to the Web Services
application.

C.The input to the XSL mapping rules of a WSSM Partner is an STSUniveralUser XML document
created from the security token received on the Web Service request. The output of the mapping
rules is a new STSUniversalUser XML document that represents the security token required by
the application.

D.The input to the XSL mapping rules of a WSSM Partner is an STSUniveralUser XML
document created from the security token received on the Web Service request. The output of the
mapping rules is an IBM Tivoli Access Manager for e-business credential that will be used to
authorize the partner's access to the Web Service application.

Correct Answers: C

17: What limitations exist for a SAML Partner Provider ID configured at the Identity Provider?
A.The Provider ID can be any string.

B.The Provider ID can only include alphanumeric characters.

C.The Provider ID must match the prefix of Target URLs in SSO requests.

D.The Provider ID must match the Succinct ID configured at the Service Provider.

Correct Answers: C

18: What are three functions of a WebSphere Node Agent? (Choose three.)
A.monitors performance

B.manages JVM memory

C.serves J2EE applications

D.manages the deployment manager

E.manages configuration synchronization

F.routes administrative requests to servers

Correct Answers: AEF

19: Which statement is true about a Dynamic Chain Selection Module instance?
At is the first module in the partner module chain in Web Services Security Management
(WSSM).



B.It is the last module in the partner module chain in WSSM.
C.It is the first module in the application module chain for partner.
D.It is the last module in the application module chain for the partner.

Correct Answers: B

20: What must be done after adding a partner to a Federated-Single Sign-On (F-SSO) Federation
to allow the partner's users to Single Sign-On (SSO)?

A restart WebSEAL

B.enable the Partner

C.stop/restart IBM Tivoli Directory Server

D.restart Integrated Solutions Console (ISC)

Correct Answers: B



