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QUESTION 1
What 802.1x role is responsible for moving a port to the authorized state?

Supplicant
Authenticator
Authentication Server
RADIUS Server

Cow>

Answer: B

QUESTION 2
Drag and Drop Questions

Drag the commands on the left that are enabled during a SSH or Telnet session with a ightweight AP and drop them on the right. |

config terminal

I Target |

debug | Target |

show | Target |

clear

delete

reload

| |
| |
| |
| enable |
| |
| |
| |
| |

upgrade

Answer:

Drag the commands on the left that are enabled during a SSH or Telnet session with a ightweight AP and drop them on the right. |

” config terminal ” debug |

[ debug “

show II

“ show | enable I

I enable j

[ |
n ||

I reload l

| e “

QUESTION 3
Refer to the exhibit. Based on the diagram, what two design requirements must be met? (Choose
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S - Access Point

WGB is Autonomous

WGB is Universal

WGB can be Autonomous or Universal
Upstream AP is Aironet

Upstream AP is not Aironet

Upstream AP can be any make/model

mTmoow»

Answer: AD

QUESTION 4

An engineer is gathering information for a wireless survey of a hospital. What three pieces of
information must be collected for an active survey to assess the outcome best suited for the
facility? (Choose three.)

presence of microwave ovens

number of patients that are at the facility

utilization of Location Services or voice applications

floor plans of adjacent facilities

use of wireless for secure records

spectrum analysis to locate all the computer work stations
existing Network Switch types and model numbers

type of devices present on the new wireless network

ITOomMmMoOwm»

Answer: ACH

QUESTION 5

A customer mounted three new APs in a small business. After configuring the IP address, users
still could not access the web through the new access points. What two configurations are
needed to fix this? (Choose two.)

A. Security parameters
B. Gateway address
C. Service Set ID
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D. Antenna option
E. EAP Authentication
F. Unique AP Name

Answer: BC

QUESTION 6

Refer to the exhibit. An engineer wants to setup a mobility anchor for the Guest WLAN, but does
not see the Anchor IP address listed in the drop-down.

What is the most likely cause of this problem?

Mobility Anchors

WLAN SSID Cisco
Switch IP Address (Anchor) Data Path Control Path
Mobility Anchor Create

Switch IP Address (Anchor) ¢ local

The mobility anchor is currently unreachable.

The mobility anchor must also be included in the mobility group of the WLC.
Layer 3 Security must be configured for Web Policy Authentication.

The mobility anchor is attached to another WLAN.

Layer 3 Security must be configured for Web Policy Passthrough.

moow»

Answer: B

QUESTION 7
Drag and Drop

Drag the Cisco WCS report from the left and drop it on the category it reports on to the right.

Worst Interferers Performance

| Network Utilization | | CleanAir |
| PCIDSS Summary | | Network Summary |

802.11n Summary Compliance

Answer:
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Drag the Cisco WCS report from the left and drop it on the category i reports on to the right.

|
| Worst Interferers H l Network Utilization ||
| Network Utilization ' II Worst Interferers ]
I PCIDSS Summary ﬂ | 802.11n Summary i
| 802.11n Summary I | PCIDSS Summary J

QUESTION 8
Which two pieces of information are needed for the wireless client to connect to the wireless
network? (Choose two.)

SSID

security settings
channel number
AP name

Cow»

Answer: AB

QUESTION 9
Refer to the exhibit. In WCS, what Monitor submenu would provide the table shown?

Top 5 APs

a/n b/a/n

= & Total
Clients Clients e

AP Name Map Location

Campusl > Buildingl > Floorl

2 0
Campusl > Buildingl > Floorl 0 0
Unassigned 0 0

0 0

250-4 Unassigned

O'ID I N

Clients
Access Points
Controllers
Security
Alarms

moowp»

Answer: A

QUESTION 10
Which of the following are three functions of Cisco RRM? (Choose three.)

A. TPC
B. intercontroller roaming
C. dynamic channel assignment
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D. intracontroller roaming
E. coverage hole detection

Answer: ACE

QUESTION 11
Lab Simulation

THIS TASK DOES NOT REQUIRE DEVICE CONFIGURATION.
+  To access the multiple-choice questions, ciick on the numbered boxes on the left of the top panel. AP
* There are two multiple-choice questions with this task. Be sure to answer both questions before selecting the
Next button.

A wireless LAN and AP are ly g z ification is needed for the logging attributes while AP
power adjustments are needed. Use the exhibis to resolve these issues.

Gig 0/10

WLC 802 11bgn AP

=7

=

802.11bl/g/n Cisco APs > Configure

General R Channel Assignment
AP Narre AP442b,036d.4d0f Current Channel 11
Admin Statis Enable ¥ Chasne Width
Operationa Status up Assignment Method @ CGlobal
Slot & 0 () Custom
Note: Only Channels 1.6 and !1 are
11n Parameters nonoveriapping

Ix Power Level Assignment

11n Supported Yec
ClientLink B Ccurrent Tx Power Level 5 |
s Assignment Method ) CGlobal
CleanAir
@ Custom 5 +
CleanAir Capable No
CleanAir Admin Status sable Performance Profile

View and edit Ferformance Prafile for this AP
Antenna Parameters

Performance Profile

antenna |ype Internal v
A @] Note: Changing any of the perameters causes the Radio te be
tempararily dicahled and thiic may re<u't in Insc of ronnecdtivity fr.
Antenna B @ some clients.
c ]

)|
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WLC 802 11an AP

X
802.11ain Cisco AFs > Configure
General RF Channel Assignment
AP Name AP442b.036d.4d0f Current Channel 149
Adrrin Status Enable ~ Channel Width * z v|
Operational Stetus P :_'gg:nnel width can be configured only when channel confguratic
Slot # 1 /esignment Method o Global
) Custom
11n Parameters
Tx Power Level Assignment
11n Supported Yes
ClientLink B Current Tx Power Level 4 g
. Azzignment Mcthod ") Clobal
CleanAir
@ Custom 4 ¥
CleznAir Capable Mo
CleznAir Acmir Status - Performance Profile
View and ccit Pzrformance Profilc for this AP
Antenna Parameters
verformance profile |
Antennz Tyne Internal w
2| Note: Changing any of the parameters csusas tne Radid to be
: temporarily disabled end *hus may resuk in loss of conaeciivity fc
Antennz o 5] some cllenis.
|

3

MONITOR WILANs CONTRCLLER WIRELESS HELP EEEDBACK

Syslog Configuration

Add
Svelog Server 1P Addreze

Sysluy Server

10..0.10.25 R=move
Svelng | evel ‘Errors b
Svslog lacility VLuw Usz= 0 »

Msg Log Configuration

Buffered Log Level Alerts v
Console Log Level Critcal v
Fie Info 72
Trace Info 7

Which four levels of messages will be sent to the logging server? (Choose four.)

A. alerts

B. critcal

C. debugging
D. emergencies
E. errors
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F. informational
G. notifications
H. warnings

Answer: ABDE
Explanation:
There are a total of 8 logging severity levels. They are:

Level Number Severity Level Description
0 emergencies System isunusable.
1 |alert Immediate action s needed.
2 critical Critical conditions
3 error Error condtions
4 waming Warning conditions,
5 tnotiﬁcation ' Normal but significant condtions.
6 ‘informational Informational messagesonly.
7 debugging Debugging messagesonly.

We can see from the output that the severity level was set to Critical, which means that all
messages level 3 and less will be sent.

QUESTION 12
An engineer is troubleshooting why wireless clients have not been able to connect to the network.
Where would an engineer verify the total number of excluded clients in the last day?

Security > Miscellaneous
Security > Rogues
Alarms

Events

Clients > Troubleshoot
Access Points

mTmoowz

Answer: A
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