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QUESTION 1 
A Cisco Access Gateway is not getting autodiscovered by the Cisco PAM Server. Which two of 
the following actions are not possible resolutions for this issue? (Choose two.) 
 

A. Enable SSL on both the Cisco Access Gateway and Cisco PAM Server. 

B. Disable SSL on both the Cisco Access Gateway and Cisco PAM Server. 

C. Configure DHCP and put the Cisco Access Gateway and Cisco PAM Server in the same 
Layer 2 network. 

D. For Cisco Access Gateways and Cisco PAM Servers that are in the same time zone 
physically, configure the same time zone names on the Cisco Access Gateway and Cisco 
PAM Server and use NTP. E. Configure DNS to resolve IP and hostname translation issues. 

 
Answer: C 
 
 
QUESTION 2 
What is the default transport port that needs to be opened for communications between the Cisco 
Access Gateway and Cisco PAM? 
 

A. Port 8080 

B. Port 8082 

C. Port 88 

D. Port 8020 

 
Answer: D 
 
 
QUESTION 3 
You trigger an event and expect to see video in a pop-up window on a Cisco PAM client graphical 
map, but the video did not pop up. This could have been caused by all of the following, except 
which one? 
 

A. You do not see the video pop-up window because you are in the graphical map editor. 

B. You do not see the video pop-up window because you are logged in with the default admin 
account. 

C. You do not see the video pop-up window because there are existing alarms that have not 
been acknowledged. 

D. You do not see the video pop-up window because the "Show live video" and/or "Show 
recorded video" options are disabled. 

 
Answer: A 
 
 
QUESTION 4 
Which two of the following statements are true with regard to Badge Designer? (Choose two.) 
 

A. Badge Designer requires a feature license. 

B. Badge Designer is used to design and print badges onto a badge printer. 

C. Badge Designer is used to design, encode and print badges onto a badge printer. 

D. Badge Designer is used to import user badge credentials from third-party systems. 

E. Badge Designer is included with Cisco PAM and does not need an additional license. 

 
Answer: AB 
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QUESTION 5 
Is it possible to create a function that does not normally exist in the Cisco PAM by using log 
codes? 
 

A. No, this is not possible 

B. Yes, by creating a global I/O and configuring associations with log codes 

C. Yes, by URL triggers to update the log codes 

D. Yes, by using built-in device I/O rules 

 
Answer: B 
 
 
QUESTION 6 
Your customer would like to deploy Cisco PAM in a highly-available, redundant system 
configuration. Cisco PAM Server A will be the primary server, and Server B is the secondary, 
backup server. Which of the following network configurations will accomplish this? 
 

A. Server A (primary) Server B (secondary) 

 
B. Server A (primary) Server B (secondary) 

 
C. Server A (primary) Server B (secondary) 

 
D. Server A (primary) Server B (secondary) 

 
 
Answer: B 
 
 
QUESTION 7 
How should NTP be implemented in a Cisco Physical Access Control Gateway design? 
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A. NTP is not required. 

B. NTP should be configured for the Cisco PAM Server only. 

C. NTP should be configured for Cisco Physical Access Control Gateways only. 

D. NTP should be configured on Cisco PAM Servers and gateways. 

 
Answer: D 
 
 
QUESTION 8 
On a converged network infrastructure, which Layer 2 technology can be easily enabled and 
configured to ensure separation of Cisco Physical Access Control Gateway traffic on the network 
from other "normal" data traffic (for example, IP voice, e-mails, and web browsing)? 
 

A. IP routing 

B. firewalls 

C. QoS 

D. VLAN 

 
Answer: D 
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