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QUESTION 1

Refer to the exhibit. After a remote user established a Cisco AnyConnect session from a wireless
card through the Cisco ASA appliance of a partner to a remote server, the user opened the Cisco
AnyConnect VPN Client Statistics Details screen.
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What are the two sources of the IP addresses that are marked A and B? (Choose two.)

IP address that is assigned to the wireless Ethernet adapter of the remote user
IP address that is assigned to the remote user from the Cisco ASA address pool
IP address of the Cisco ASA physical interface of the partner

IP address of the Cisco ASA virtual HTTP server of the partner

IP address of the default gateway router of the remote user

IP address of the default gateway router of the partner

mTmoowz

Answer: BC

QUESTION 2

Refer to the exhibit. A NOC engineer needs to tune some postlogin parameters on an SSL VPN
tunnel. From the information shown, where should the engineer navigate to, in order to find all the
postlogin session parameters?
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ASAGS520# show vpn-session anyconnect

Username : engineerl Index 76
Aggigned IP : 10.0.4.80 Public IP s 172.26.26.15
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : RC4 AES1Z2S8 Hashing : SHAL

Bytes Tx : 63506 Bytes Rx S B 7
Group Policy : engineering Tunnel Group : contractor
Login Tine : 11:35:57 UTC Thu Jul 1 2011

Duration : Oh:01m:52s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : Static VLAN : 100

A. "engineering" Group Policy

B. "contractor" Connection Profile

C. DefaultWEBVPNGroup Group Policy

D. DefaultRAGroup Group Policy

E. "engineerl" AAA/Local Users

Answer: A

QUESTION 3

Refer to the exhibit. When the user "contractor" Cisco AnyConnect tunnel is established, what
type of Cisco ASA user restrictions are applied to the tunnel?

Configuration > Remote Access ¥PN > AAA/Local Users > Local Users (|

Create entries in the ASA local user database,

Command authorization must be enabled in order For the user account privileges to be enforced. To enable command authorization, go to
Authorization,

AAA authentication console commands must be enabled in order For certain access restrictions to be enforced. To enable AAA authentication

command go to Authentication.
Username Privilege Level (Role) Access Restrictions VPN Group Policy VPN Group Lock
s Jful_ Jemployee | Inherk Group Polic...|
manager1 2 No ASDM/CLI management -- Inherit Group Pohc‘. @
contractor 15 Full -- Inherit Group Policy -- -- Inherit Group Polic...
contractorl 2 Mo ASDMJCLI new_hire -- Inherit Group Polic...

A. full restrictions (no Cisco ASDM, no CLI, no console access)

B. full restrictions (no read, no write, no execute permissions)

C. full restrictions (CLI show commands and Cisco ASDM monitoring permissions only)
D. full access with no restrictions

Answer: D

QUESTION 4

You are configuring bookmarks for the clientless SSL VPN portal without the use of plug- ins.
Which three bookmark types are supported? (Choose three.)
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RDP
HTTP
FTP
CIFS
SSH
Telnet

mTmoow>

Answer: BCD

QUESTION 5

When preconfiguring a Cisco AnyConnect profile for the user group, which file is output by the
Cisco AnyConnect profile editor?

user.ini
user.html
user.pcf
user.xml

Cow»

Answer: D

QUESTION 6

Datagram Transport Layer Security (DTLS) was introduced to solve performance issues. Choose
three characteristics of DTLS. (Choose three.)

A. ltuses TLS to negotiate and establish DTLS connections.

B. Ituses DTLS to transmit datagrams.

C. ltis disabled by default.

D. Ituses TLS for data packet retransmission.

E. It replaces underlying transport layer with UDP 443.

F. Ituses TLS to provide low-latency video application tunneling.
Answer: ABE

QUESTION 7

Which three options are characteristics of WebType ACLs? (Choose three.)

They are assigned per-connection profile.

They are assigned per-user or per-group policy.

They can be defined in the Cisco AnyConnect Profile Editor.
They support URL pattern matching.

They support implicit deny all at the end of the ACL.

They support standard and extended WebType ACLs.

mTmoow>

Answer: BDE
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