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QUESTION 1
Scenario: A Citrix Administrator entered the command-line interface commands below to prevent
IP address 10.10.10.100 from accessing the NetScaler on port 80.

add simpleacl rulel DENY -srclP 10.10.10.100 -TTL 600

add simpleacl rule2 DENY -srclP 10.10.10.100 -destPort 80
add ns acl rulel DENY -srclP 10.10.10.100 -priority 10
add ns acl rule2 DENY -srclP 10.10.10.100 -priority 100
apply ns acls

Which Access Control List (ACL) will the NetScaler use to deny the IP address?

add ns acl rulel DENY -srclP 10.10.10.100 -priority 10

add simpleacl rulel DENY -srclP 10.10.10.100 -TTL 600
add simpleacl rule2 DENY -srclP 10.10.10.100 -destPort 80
add ns acl rule2 DENY -srclP 10.10.10.100 -priority 100
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Answer: C

Explanation:

https://docs.citrix.com/ko-kr/netscaler/11/reference/netscaler-command- reference/ns/ns-
simpleacl.html

QUESTION 2

A Citrix Administrator needs to create a customized blacklist of IP addresses to supplement the
Webroot reputation check, and in order to have stricter access through NetScaler. How can the
administrator create this blacklist?

A. Create several extended Access Control List policies
B. Create a data set tor IPv4 address matching.

C. C. Enable MAC-based Forwarding

D. Create several simple Access Control List policies.

Answer: A

QUESTION 3
Scenario: A NetScaler has two interlaces as 1/1 and 1/2 with MAC-based Forwarding enabled
below are the specifications

- Interlace 1/1 and IP 192 168 10.10 is bound to VLAN 10

- On Interlace 1/2 VLAN 20 and VLAN 30 are tagged

- VLAN 20 is bound to IP 192.168 20 10 and VLAN 30 is bound to
192.168.30 10

The NetScaler receives a packet tor VIP 192 168.30.30 on interface 1/1. Which interlace of
NetScaler will send a reply back in this environment?

Interface 1/1

NetScaler will drop the packet received on interface 1/1
Interface 1/2

NetScaler will reply on interfaces 1/1 and 1/2
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Answer: A
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Explanation:
https://docs.citrix.com/en-us/netscaler/12/networking/interfaces/configuring- mac-based-
forwarding.html

QUESTION 4

Scenario: A Citrix administrator configured a new NetScater Unified Gateway. The administrator
would like to see what Endpoint Analysis and Single Sign-on failures have occurred since
implementing the new Gateway.

Which tool can the administrator use to see this data?

NetScater Dashboard
MAS Gateway Insight
aaad.debug

MAS Security Insight
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Answer: B

QUESTION 5
Which two options should a Citrix Administrator consider when adding a secondary device in a
high availability (HA) pair? (Choose two.)

The Independent Network Configuration (INC) mode should be enabled.
Both the devices should have different SNIP addresses.

The nsroot password should be same on both nodes.

HA Monitoring should be disabled on all the unused interfaces.
Configure the HA status of the Primary Node as STAYPRIMARY.
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Answer: CD
Explanation:
https://support.citrix.com/article/CTX116748

QUESTION 6

Scenario: A Citrix Administrator suspects an attack on a load-balancing virtual server. The
administrator needs to restrict access to the load-balancing virtual server (192.168.100.25) for 10
minutes.

Which Access Control List (ACL) will help to accomplish this requirement?

add ns acl rulel DENY -destIP 192.168.100.25 -TTL 600000
add simpleacl rulel DENY -srcIP 192.168.100.25 -TTL 600
add ns acl rulel DENY -destIP 192.168.100.25 -TTL 600

add simpleacl rulel DENY -srclP 192.168.100.25 -TTL 600000
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Answer: C

QUESTION 7

Scenario: A Citrix Administrator has a NetScaler SDX appliance with several instances
configured. The administrator needs one instance with two interfaces connected to forward
packets that are NOT destined for its MAC address. Hence, the administrator has enabled Layer
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2 mode. After enabling Layer 2 mode, the administrator found the interface status going up and
down.

What can the administrator perform to resolve this issue?

Disable Layer 2 mode on a NetScaler instance.
Enable MAC-based Forwarding mode.

Enable tagging on all interfaces.

Enable Layer 3 mode along with Layer 2 mode.

Ccow»

Answer: C

Explanation:

https://docs.citrix.com/en-us/sdx/10-1/sdx-ag-config-manage-ns-instance- wrapper-tsk/sdx-ag-
config-12-mode-on-ns-instance-tsk.htmi

QUESTION 8
Which two features can a Citrix Administrator use to allow secure external access to a sensitive
company web server that is load-balanced by the NetScaler? (Choose two.)

ICA proxy
Integrated caching
Application Firewall
AppFlow

AAA

moowp

Answer: CE

Explanation:
https://www.google.com.br/amp/s/blogs.serioustek.net/post/2017/11/15/netsc aler-nfactor-
authentication/amp

QUESTION 9
Which two components need to be configured for SmartAccess? (Choose two.)

Configuration logging
XenDesktop policies
XML Trust

StoreFront server groups
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Answer: BC
Explanation:
http://www.carlstalhood.com/smartaccess-smartcontrol-netscaler-11/#smartaccess
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