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QUESTION 1
In order to protect a directory on an Apache HTTPD web server with a password, this
configuration was added to an .htaccess file in the respective directory:

AuthType Basic

AuthName “Protected Directory”

AuthUserFile /var/www/dir/ .htpasswd

Regquire valid-user

Furthermore, a file /var/www/dir/ .htpasswd was created with the following content:
usera:S3cr3t

Given that all these files were correctly processed by the web server processes, which of the
following statements is true about requests to the directory?

The user usera can access the site using the password s3cr3t

Accessing the directory as usera raises HTTP error code 442 (User Not Existent)

Requests are answered with HTTP error code 500 (Internal Server Error)

The browser prompts the visitor for a username and password but logins for usera do not seem to
work

The web server delivers the content of the directory without requesting authentication
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Answer: A

QUESTION 2
Which of the following nmap parameters scans a target for open TCP ports? (Choose two.)
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Answer: CE

QUESTION 3

A host, called Ipi, with the MAC address 08:00:2b:4¢:59:23 should always be given the IP
address of 192.168.1.2 by a DHCP server running ISC DHCPD. Which of the following
configurations will achieve this?
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A
host 1pi {
hardware-sthernet 08:00:2b:4c:59:23;
fixed-address 192.168.1.2;
H
B
host 1pi {
mac=08:00:2b:4c:5%:23;
ip=192.168.1.2;
H
C  hostlpi = 08:00:2b:4c:59:23 192.168.1.2
D
host 1pi {
hardware ethernet 08:00:2b:4c:59:23;
fixed-address 192.168.1.2;
i
E
host 1pi {
hardware—address 08:00:2b:4c:5%9:23;
fixed-ip 192.168.1.2;
}
A. Option A
B. Option B
C. Option C
D. Option D
E. Option E
Answer: D
QUESTION 4
Which tool creates a Certificate Signing Request (CSR) for serving HTTPS with Apache HTTPD?
A. apachectl
B. certgen
C. cartool
D. httpsgen
E. openssl
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Answer: E

QUESTION 5
Which of the following DNS records could be a glue record?

nsl.labA198.51.100.53
labNS198.51.100.53
nsl.labNS198.51.100.53
ns1.A198.51.100.53
nsl.labGLUE198.51.100.53
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Answer: A

QUESTION 6
Which of the following authentication mechanisms are supported by Dovecot? (Choose three.)

Idap
digest-md5
cram-md5
plain

krb5

moow»

Answer: BCD

QUESTION 7
How are PAM modules organized and stored?

As plain text files in /etc/security/

A statically linked binaries in /etc/pam.d/bin/

As Linux kernel modules within the respective sub directory of /lib/modules/
As shared object files within the /lib/ directory hierarchy

As dynamically linked binaries in /usr/lib/pam/shin/
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Answer: E

QUESTION 8
Which command is used to configure which file systems a NFS server makes available to clients?

exportfs
mkfs.nfs
mount
nfsservctl
telinit
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Answer: A
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