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QUESTION 1
An administrator configured Okta as an identity provider for Workspace ONE. Users complain
that they still cannot authenticate via Okta.

What is most likely the issue?

The connector is down.

The Active Directory sync has failed.

The Okta IDP authentication method has not been selected in the access policies.
Okta authentication method for built-in identity providers is disabled.
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Answer: C

Explanation:
https://help.okta.com/en/prod/Content/Topics/device-trust/SAML/Mobile/configure-okta-idp-
vidm.htm

QUESTION 2
What are two prerequisites to integrate Ping into VMware Workspace ONE? (Choose two.)

PingFederate must have Service Provider role enabled.
PingFederate must have remote authentication enabled.
PingFederate must be enabled as remote IdP.
PingFederate must be enabled as Built-in 1dP.
PingFederate must have Identity Provider role enabled.
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Answer: AE

QUESTION 3
An administrator wants to add the Workspace ONE Identity Manager as an Identify Provider in
Okla. What is the correct entitylD (Issuer URI)?

https://tenant.vmwareidentity.com/SAAS/API/1.0/GET/metadata/idp.xml
https://tenant.vmwareidentity.com/API/1.0/GET/metadata/sp.xml
https://tenant.vmwareidentity.com/SAAS/API/1.0/GET/metadata/sp.xml
https://tenant.vmwareidentity.com/API/.0/GET/metadata/idp.xml
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Answer: C

Explanation:

https://docs.vmware.com/en/VMware-Workspace-
ONE/services/workspaceone_okta_integration/GUID-BC206856-8BF4-4CE7-BBA2-
9650971ABA23.html

QUESTION 4
Which two are possible authentication methods for a third-party integrated Identity Provider
(iDP)? (Choose two.)

Device-based certificate
Windows authentication
PIN code

SAML password
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E. SAML-based certificate

Answer: BD
Explanation:

https:/techzone.vmware.com/configuring-ad-fs-third-party-idp-vmware-identity-manager-vmware-
workspace-one-operational-tutorial#266138

QUESTION 5

Which certificate is needed during profile configuration when configuring an iOS Mobile SSO
profile within Workspace ONE UEM?

A. The Workspace ONE UEM Device root certificate
B. KDC certificate

C. Valid Webserver certificate from a Devices Server
D. APNS certificate

Answer: B

Explanation:
https://docs.vmware.com/en/VMware-Workspace-ONE/services/WS1-IDM-
deploymentguide/GUID-61B2CB4F-EA72-4D9C-BF1C-5A80A73263D0.html

QUESTION 6
Which settings need to be prepared when planning a Workspace ONE AirLift installation?

A. Identity Manager Tenant URL

B. IDP.XML

C. SSO Domain

D. System Center Configuration Manager (SCCM) Site Code

Answer: D
Explanation:
https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/1909/WS1_AirLift Configuration.pdf

QUESTION 7

What are three requirements for a device that is already joined to Azure AD to enroll into
Workspace ONE UEM? (Choose three.)

No Azure AD account configured on the device.
Windows 10 OS build 14393.82 and above.

KB update 3176934 installed.

No MDM managed.

User must be a member of the Console Admin Group.
Windows Update services not started.
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Answer: BCD

Explanation:
https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/1811/Workspace-ONE-UEM-
Windows-Desktop-Device-Management/GUID-AWT-ENROLL-AADMANAGED.html
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QUESTION 8
What is the purpose of network ranges in conditional access policies?

Network ranges are a fallback authentication method for an application.

Network ranges limit access to an application depending of the source IP address.

All applications are using the new network range by default.

Network ranges limit access to an application depending of the destination IP address.
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Answer: B

Explanation:
https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/1810/VMware-Workspace-ONE-
UEM-Mobile-Application-Management/GUID-AWT-AP-ADD-NETWORKRANGE.html

QUESTION 9
What needs to be configured in VMware Identity Manager to access the applications or desktop
externally when implementing Horizon in Workspace ONE?

Client Access URLs
Entitlement

Pod Federation
Catalog Item
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Answer: B

Explanation:
https://docs.vmware.com/en/VMware-Horizon-7/7.9/horizon-console-administration/GUID-
71DC2C64-176C-4A2B-A681-93FE6B41DDCC.html

QUESTION 10

Which list of Okta apps that are supported for an Okta integration into VMware Workspace ONE
Identity Manager is the most complete?

SAML 2.0, WS-Federation, OpenlD Connect, Bookmark

SAML 1.x, SAML 2.0, WS-Federation, OpenlID Connect, Bookmark
SAML 1.x, SAML 2.0, WS-Federation, OpenlD Connect

SAML 2.0, WS-Federation, OpenlID Connect
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Answer: A
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