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QUESTION 1 
Which two API capabilities are available on Cisco Identity Services Engine? (Choose two.) 
 

A. Platform Configuration APIs 

B. Monitoring REST APIs 

C. Performance Management REST APIs 

D. External RESTful Services APIs 

E. Internal RESTful Services APIs 

 
Answer: BD 
 
 
QUESTION 2 
Which API capability is available on Cisco Firepower devices? 
 

A. Firepower Management Center - Sockets API 

B. Firepower Management Center - eStreamer API 

C. Firepower Management Center - Camera API 

D. Firepower Management Center - Host Output API 

 
Answer: B 
 
 
QUESTION 3 
Refer to the exhibit. A network operator wants to add a certain IP to a DMZ tag. 
 

 
 
Which code segment completes the script and achieves the goal? 
 

A. 

 
B. 

 
C. 
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D. 

 
 
Answer: A 
 
 
QUESTION 4 
Which API is designed to give technology partners the ability to send security events from their 
platform/service/appliance within a mutual customer's environment to the Umbrella cloud for 
enforcement? 
 

A. Cisco Umbrella Management API 

B. Cisco Umbrella Security Events API 

C. Cisco Umbrella Enforcement API 

D. Cisco Umbrella Reporting API 

 
Answer: C 
 
 
QUESTION 5 
Which two event types can the eStreamer server transmit to the requesting client from a 
managed device and a management center? (Choose two.) 
 

A. user activity events 

B. intrusion events 

C. file events 

D. intrusion event extra data 

E. malware events 

 
Answer: BD 
 
 
QUESTION 6 
A security network engineer must implement intrusion policies using the Cisco Firepower 
Management Center API. 
 
Which action does the engineer take to achieve the goal? 
 

A. Make a PATCH request to the URI 
/api/fmc_config/v1/domain/{DOMAIN_UUID}/policy/intrusionpolicies. 

B. Make a POST request to the URI 
/api/fmc_config/v1/domain/{DOMAIN_UUID}/policy/intrusionpolicies. 

C. Intrusion policies can be read but not configured using the Cisco Firepower Management Center 
API. 

D. Make a PUT request to the URI 
/api/fmc_config/v1/domain/{DOMAIN_UUID}/policy/intrusionpolicies. 

 
Answer: C 
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