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QUESTION 1 
Which technique is used to evade detection from security products by executing arbitrary code in 
the address space of a separate live operation? 
 

A. process injection 

B. privilege escalation 

C. GPO modification 

D. token manipulation 

 
Answer: A 
 
 
QUESTION 2 
Refer to the exhibit. An HR department submitted a ticket to the IT helpdesk indicating slow 
performance on an internal share server. The helpdesk engineer checked the server with a real-
time monitoring tool and did not notice anything suspicious. After checking the event logs, the 
engineer noticed an event that occurred 48 hour prior. Which two indicators of compromise 
should be determined from this information? (Choose two.) 
 

 
 

A. unauthorized system modification 

B. privilege escalation 

C. denial of service attack 

D. compromised root access 

E. malware outbreak 

 
Answer: AD 
 
 
QUESTION 3 
Which magic byte indicates that an analyzed file is a pdf file? 
 

A. cGRmZmlsZQ 
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B. 706466666 

C. 255044462d 

D. 0a0ah4cg 

 
Answer: C 
 
 
QUESTION 4 
An engineer received a call to assist with an ongoing DDoS attack. The Apache server is being 
targeted, and availability is compromised. Which step should be taken to identify the origin of the 
threat? 
 

A. An engineer should check the list of usernames currently logged in by running the command 
$ who | cut d' ` -f1| sort | uniq 

B. An engineer should check the server's processes by running commands ps -aux and sudo ps -a. 

C. An engineer should check the services on the machine by running the command service -status-
all. 

D. An engineer should check the last hundred entries of a web server with the command sudo tail -
100 / var/log/apache2/access.log. 

 
Answer: D 
 
 
QUESTION 5 
Refer to the exhibit. What do these artifacts indicate? 
 

 
 

A. An executable file is requesting an application download. 

B. A malicious file is redirecting users to different domains. 

C. The MD5 of a file is identified as a virus and is being blocked. 

D. A forged DNS request is forwarding users to malicious websites. 
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Answer: A 
 
 
QUESTION 6 
Refer to the exhibit. According to the SNORT alert, what is the attacker performing? 
 

 
 

A. brute-force attack against the web application user accounts 

B. XSS attack against the target webserver 

C. brute-force attack against directories and files on the target webserver 

D. SQL injection attack against the target webserver 

 
Answer: C 
 
 
QUESTION 7 
Refer to the exhibit. Which type of code created the snippet? 
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A. VB Script 

B. Python 

C. PowerShell 

D. Bash Script 

 
Answer: A 
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