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QUESTION 1

As part of your service provider WAN network design, you are asked to create a design that
secures BGP communication.

In this scenario, what are two reasons you would choose BGP Generated TTL Security
Mechanism (GTSM)? (Choose two.)

You have an automated method of rotating MD5 hashes on each router.
All of your router BGP connections are point-to-multipoint.

All of your router BGP connections are point-to-point

You do not have an easy method of rotating MD5 hashes on each router
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Answer: BD

QUESTION 2
Which two statements describe Juniper ATP Cloud? (Choose two)

Juniper ATP Cloud can use a sandbox to detect threats that use evasion techniques.

Juniper ATP Cloud runs mime with network traffic to Nock all traffic before reaching endpoint.
Juniper ATP Cloud provides protection against zero-day threats

Juniper ATP Cloud is an added app that must be instated with Security Director
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Answer: AD

QUESTION 3
When two security services process a packet whether it is being processed in the first-packet
path or the fast path? (Choose two.)

A. screen options
B. ALG

C. route lookup

D. policy lookup

Answer: CD

QUESTION 4
Physical security devices are "blind" to which type of traffic?

bare metal server to VM
private VLAN
intra-server traffic
management
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Answer: B

QUESTION 5
Which two steps should be included in your security design process? (Choose two )

A. Define an overall routing strategy
B. identity external attackers
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C. Identify permitted communications
D. Identify security requirements for the customer's organization

Answer: BC

QUESTION 6
Exhibit. In the 3-tier VPN design shown in the exhibit, which function are the Campus A and
Campus B SRX Series devices performing?
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Answer: A

QUESTION 7

You must design a separate network within your trust network with added security and
separation.

What is the common name for this type of network?

A. guest

B. DMZ

C. enclave
D. trust
Answer: C
QUESTION 8
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Which solution would you deploy to accomplish this task?

Junes Space Log Director

Juniper Networks Central insights
Junos Space Security Director
Juniper Networks Secure Analytics
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Answer: A

QUESTION 9

You must ensure that all 10GbE interfaces have an MTU of 9192 and that an of the ge-0/0>4.0
interfaces on the SRX Series devices are in a specific zone. Which type of a script would you use
to accomplish this task?

REST script
commit script
event script
op script
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Answer: D

QUESTION 10

You are asked to provide a network design proposal for a service provider.

As part of this design you must provide a solution that allows the service provider to mitigate
DDoS attacks on their customers.

Which two features will satisfy this requirement? (Choose two)

BGP traffic engineering

BGP FlowSpec

remote triggered Hack hole (RTBH)
Storm control
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Answer: BC

Explanation:

What is BGP Flowspec?

A new feature to assist in DDOS mitigation in a dynamic fashion, leveraging BGP. Flowspec uses
the BGP protocol extention to distribute flow specification filters to network routers.

QUESTION 11

You are designing a high availability firewall solution. You select an off-path design instead of an
mime design.

What are two reasons for this decision? (Choose two.)

The off-path design is less complex

The off-path design is more flexible

The off-path design uses fewer interfaces at the adjacency layer

The off-path design requires a proper routing configuration for selecting traffic

00>

Answer: BC
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