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QUESTION 1
A FortiMail administrator is concerned about cyber criminals attempting to get sensitive
information from employees using whaling phishing attacks.

What option can the administrator configure to prevent these types of attacks?

A. Impersonation analysis

B. Bounce tag verification

C. Content disarm and reconstruction

D. Dictionary profile with predefined smart identifiers

Answer: A

QUESTION 2
Which two features are available when you enable HA centralized monitoring on FortiMail?
(Choose two.)

Policy configuration changes of all cluster members from the primary device.
Firmware update of all cluster members from the primary device.

Cross-device log searches across all cluster members from the primary device.
Mail statistics of all cluster members on the primary device.
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Answer: CD

QUESTION 3
Refer to the exhibit. Which two statements about email messages sent from User A to User B are
correct? (Choose two.)

mx.examplel.org mx.example2.com
Internet
> DNS server D
User A E - User B
ARexamplel.org B@examplel.com

A. User A's MUA will perform a DNS MX record lookup to send the email message.

B. mx.examplel.org will forward the email message to the MX record that has the lowest
preference.

C. The DNS server will act as an intermediary MTA.
D. User B will retrieve the email message using either POP3 or IMAP.

Answer: AC
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QUESTION 4
Which statement about how impersonation analysis identifies spoofed email addresses is
correct?

A. It uses behavior analysis to detect spoofed addresses.

B. It maps the display name to the correct recipient email address.
C. It uses DMARC validation to detect spoofed addresses.

D. It uses SPF validation to detect spoofed addresses.

Answer: A
QUESTION 5

Refer to the exhibit. For the transparent mode FortiMail shown in the exhibit, which two sessions
are considered incoming sessions? (Choose two.)

FortiMall
Domain name example.com
Is subdomain »
Main domain v.
Relay type Host v
SMTP server: 172.16.32.56 Port: 25 — [lest.]
(B Use SMTPS
Faliback SMTP server Port: 25 - [Test.]
» Use SMTPS

(4 » Relay Authentication

Recipient Address Verification

Transparent Mode Options
This server ison port2 -
Hide the transpacent box b

Use this domaln's SMTP server to defiver the mall €©

A. DESTINATION IP: 172.16.32.56 MAIL FROM: support@example.com RCPT TO:
marketing@example.com

B. DESTINATION IP: 192.168.54.10 MAIL FROM: accounts@example.com RCPT TO:
sales@example.com

C. DESTINATION IP: 10.25.32.15 MAIL FROM: training@example.com RCPT TO:
students@external.com

D. DESTINATION IP: 172.16.32.56 MAIL FROM: mis@hosted.net RCPT TO:
noc@example.com

Answer: AC
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