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QUESTION 1
Which product allows advanced Layer 7 inspection, access control, threat detection and
prevention?

A. Infrastructure as a Service (laaS)
B. remote browser isolation

C. network sandbox

D. Firewall as a Service (FWaaS)

Answer: D

QUESTION 2
What is a key benefit of CloudBlades?

A. automation of Ul workflow without any code development and deployment of Prisma SD-WAN
ION devices

B. utilization of near real-time analysis to detect previously unseen, targeted malware and advanced
persistent threats

C. identification of port-based rules so they can be converted to application-based rules without
compromising application availability
D. configuration of the authentication source once instead of for each authentication method used

Answer: A

QUESTION 3
What is an advantage of the Palo Alto Networks cloud-based security infrastructure?

A. It provides comprehensive, scalable cloud security with flexible licensing options.
B. It backhauls traffic to the corporate network.

C. It allows for the elimination of data centers within five years of implementation.
D. ltincreases the footprint of the security solution.

Answer: A

QUESTION 4
What allows enforcement of policies based on business intent, enables dynamic path selection,
and provides visibility into performance and availability for applications and networks?

A. ldentity Access Management (IAM) methods
B. Firewall as a Service (FWaaS)

C. Instant-On Network (ION) devices

D. Cloud Access Security Broker (CASB)

Answer: B
QUESTION 5

What is a benefit of a cloud-based secure access service edge (SASE) infrastructure over a Zero
Trust Network Access (ZTNA) product based on a software-defined perimeter (SDP) model?
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Users, devices, and apps are identified no matter where they connect from.

Connection to physical SD-WAN hubs in ther locations provides increased interconnectivity
between branch offices.

C. Complexity of connecting to a gateway is increased, providing additional protection.

D. Virtual private network (VPN) services are used for remote access to the internal data center, but
not the cloud.
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Answer: A

QUESTION 6
Which statement describes the data loss prevention (DLP) add-on?

A. It prevents phishing attacks by controlling the sites to which users can submit valid corporate
credentials.

B. It employs automated policy enforcement to allow trusted behavior with a new Device-ID policy
construct.

C. ltis a centrally delivered cloud service with unified detection policies that can be embedded in
existing control points.

D. It enables data sharing with third-party tools such as security information and event management
(SIEM) systems.

Answer: C

QUESTION 7
In which step of the Five-Step Methodology for implementing the Zero Trust model does
inspection and logging of all traffic take place?

Step 4: Create the Zero Trust policy

Step 3: Architect a Zero Trust network
Step 1: Define the protect surface

Step 5: Monitor and maintain the network
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Answer: D

QUESTION 8

In an SD-WAN deployment, what allows customers to modify resources in an automated fashion
instead of logging on to a central controller or using command-line interface (CLI) to manage all
their configurations?

dynamic user group (DUG)

DNS server

application programming interface (API)
WildFire
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Answer: A
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