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QUESTION 1

A security analyst is reviewing alerts in the SIEM related to potential malicious network traffic
coming from an employee's corporate laptop. The security analyst has determined that additional
data about the executable running on the machine is necessary to continue the investigation.
Which of the following logs should the analyst use as a data source?

Application
IPS/IDS
Network
Endpoint
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Answer: D

QUESTION 2

A cyber operations team informs a security analyst about a new tactic malicious actors are using
to compromise networks.

SIEM alerts have not yet been configured. Which of the following best describes what the security
analyst should do to identify this behavior?

[Digital forensics
E-discovery
Incident response
Threat hunting
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Answer: D

Explanation:

Threat hunting is the process of proactively searching for signs of malicious activity or
compromise in a network, rather than waiting for alerts or indicators of compromise (I0Cs) to
appear. Threat hunting can help identify new tactics, techniques, and procedures (TTPs) used by
malicious actors, as well as uncover hidden or stealthy threats that may have evaded detection
by security tools. Threat hunting requires a combination of skills, tools, and methodologies, such
as hypothesis generation, data collection and analysis, threat intelligence, and incident response.
Threat hunting can also help improve the security posture of an organization by providing
feedback and recommendations for security improvements.

QUESTION 3
A company purchased cyber insurance to address items listed on the risk register. Which of the
following strategies does this represent?

Accept
Transfer
Mitigate
Avoid
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Answer: B

QUESTION 4
A security administrator would like to protect data on employees' laptops. Which of the following
encryption techniques should the security administrator use?

A. Partition
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B. Asymmetric
C. Full disk
D. Database

Answer: C

QUESTION 5
Which of the following security control types does an acceptable use policy best represent?

Detective
Compensating
Corrective
Preventive

Cow»

Answer: D

QUESTION 6

An IT manager informs the entire help desk staff that only the IT manager and the help desk lead
will have access to the administrator console of the help desk software. Which of the following
security techniques is the IT manager setting up?

Hardening

Employee monitoring
Configuration enforcement
Least privilege
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Answer: D

Explanation:

The principle of least privilege is a security concept that limits access to resources to the
minimum level needed for a user, a program, or a device to perform a legitimate function. It is a
cybersecurity best practice that protects high-value data and assets from compromise or insider
threat. Least privilege can be applied to different abstraction layers of a computing environment,
such as processes, systems, or connected devices. However, it is rarely implemented in practice.
In this scenario, the IT manager is setting up the principle of least privilege by restricting access
to the administrator console of the help desk software to only two authorized users: the IT
manager and the help desk lead. This way, the IT manager can prevent unauthorized or
accidental changes to the software configuration, data, or functionality by other help desk staff.
The other help desk staff will only have access to the normal user interface of the software, which
is sufficient for them to perform their job functions.

The other options are not correct. Hardening is the process of securing a system by reducing its
surface of vulnerability, such as by removing unnecessary software, changing default passwords,
or disabling unnecessary services. Employee monitoring is the surveillance of workers' activity,
such as by tracking web browsing, application use, keystrokes, or screenshots. Configuration
enforcement is the process of ensuring that a system adheres to a predefined set of security
settings, such as by applying a patch, a policy, or a template.

QUESTION 7
Which of the following roles, according to the shared responsibility model, is responsible for
securing the company's database in an laaS model for a cloud environment?

A. Client
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B. Third-party vendor
C. Cloud provider
D. DBA

Answer: A

Explanation:

According to the shared responsibility model, the client and the cloud provider have different roles
and responsibilities for securing the cloud environment, depending on the service model. In an
laaS (Infrastructure as a Service) model, the cloud provider is responsible for securing the
physical infrastructure, such as the servers, storage, and network devices, while the client is
responsible for securing the operating systems, applications, and data that run on the cloud
infrastructure. Therefore, the client is responsible for securing the company's database in an laaS
model for a cloud environment, as the database is an application that stores data. The client can
use various security controls, such as encryption, access control, backup, and auditing, to protect
the database from unauthorized access, modification, or loss. The third-party vendor and the
DBA (Database Administrator) are not roles defined by the shared responsibility model, but they
may be involved in the implementation or management of the database security.

QUESTION 8

A client asked a security company to provide a document outlining the project, the cost, and the
completion time frame. Which of the following documents should the company provide to the
client?

MSA
SLA
BPA
SOW
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Answer: D

Explanation:

An ISOW is a document that outlines the project, the cost, and the completion time frame for a
security company to provide a service to a client. ISOW stands for Information Security
Operations Work, and it is a type of contract that specifies the scope, deliverables, milestones,
and payment terms of a security project. An ISOW is usually used for one-time or short-term
projects that have a clear and defined objective and outcome. For example, an ISOW can be
used for a security assessment, a penetration test, a security audit, or a security training. The
other options are not correct because they are not documents that outline the project, the cost,
and the completion time frame for a security company to provide a service to a client. A MSA is a
master service agreement, which is a type of contract that establishes the general terms and
conditions for a long-term or ongoing relationship between a security company and a client. A
MSA does not specify the details of each individual project, but rather sets the framework for
future projects that will be governed by separate statements of work (SOWSs). A SLA is a service
level agreement, which is a type of contract that defines the quality and performance standards
for a security service provided by a security company to a client. A SLA usually includes the
metrics, targets, responsibilities, and penalties for measuring and ensuring the service level. A
BPA is a business partnership agreement, which is a type of contract that establishes the roles
and expectations for a strategic alliance between two or more security companies that collaborate
to provide a joint service to a client. A BPA usually covers the objectives, benefits, risks, and
obligations of the partnership.

QUESTION 9
A security team is reviewing the findings in a report that was delivered after a third party
performed a penetration test. One of the findings indicated that a web application form field is
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vulnerable to cross-site scripting. Which of the following application security techniques should
the security analyst recommend the developer implement to prevent this vulnerability?

A. Secure cookies
B. Version control
C. Input validation
D. Code signing

Answer: C

Explanation:

Input validation is a technique that checks the user input for any malicious or unexpected data
before processing it by the web application. Input validation can prevent cross-site scripting (XSS)
attacks, which exploit the vulnerability of a web application to execute malicious scripts in the
browser of a victim. XSS attacks can compromise the confidentiality, integrity, and availability of
the web application and its users. Input validation can be implemented on both the client-side and
the server-side, but server-side validation is more reliable and secure. Input validation can use
various methods, such as whitelisting, blacklisting, filtering, escaping, encoding, and sanitizing
the input data.

QUESTION 10
Which of the following must be considered when designing a high-availability network? (Choose

A. Ease of recovery

B. Ability to patch

C. Physical isolation

D. Responsiveness

E. Attack surface

F. Extensible authentication

Answer: AE

QUESTION 11
A technician needs to apply a high-priority patch to a production system. Which of the following
steps should be taken first?

Air gap the system.

Move the system to a different network segment.
Create a change control request.

Apply the patch to the system.
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Answer: C

Explanation:

A change control request is a document that describes the proposed change to a system, the
reason for the change, the expected impact, the approval process, the testing plan, the
implementation plan, the rollback plan, and the communication plan. A change control request is
a best practice for applying any patch to a production system, especially a high-priority one, as it
ensures that the change is authorized, documented, tested, and communicated. A change control
request also minimizes the risk of unintended consequences, such as system downtime, data
loss, or security breaches.
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QUESTION 12
Which of the following describes the reason root cause analysis should be conducted as part of
incident response?

To gather IoCs for the investigation

To discover which systems have been affected
To eradicate any trace of malware on the network
To prevent future incidents of the same nature
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Answer: D

Explanation:

Root cause analysis is a process of identifying and resolving the underlying factors that led to an
incident. By conducting root cause analysis as part of incident response, security professionals
can learn from the incident and implement corrective actions to prevent future incidents of the
same nature. For example, if the root cause of a data breach was a weak password policy, the
security team can enforce a stronger password policy and educate users on the importance of
password security. Root cause analysis can also help to improve security processes, policies,
and procedures, and to enhance security awareness and culture within the organization. Root
cause analysis is not meant to gather loCs (indicators of compromise) for the investigation, as
this is a task performed during the identification and analysis phases of incident response. Root
cause analysis is also not meant to discover which systems have been affected or to eradicate
any trace of malware on the network, as these are tasks performed during the containment and
eradication phases of incident response.

QUESTION 13
Which of the following is the most likely outcome if a large bank fails an internal PCI DSS
compliance assessment?

Fines

Audit findings
Sanctions
Reputation damage
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Answer: A

QUESTION 14

A company is developing a business continuity strategy and needs to determine how many staff
members would be required to sustain the business in the case of a disruption. Which of the
following best describes this step?

Capacity planning
Redundancy
Geographic dispersion
Tablet exercise
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Answer: A

Explanation:

Capacity planning is the process of determining the resources needed to meet the current and
future demands of an organization. Capacity planning can help a company develop a business
continuity strategy by estimating how many staff members would be required to sustain the
business in the case of a disruption, such as a natural disaster, a cyberattack, or a pandemic.
Capacity planning can also help a company optimize the use of its resources, reduce costs, and
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improve performance.

QUESTION 15

A company's legal department drafted sensitive documents in a SaaS application and wants to
ensure the documents cannot be accessed by individuals in high-risk countries. Which of the
following is the most effective way to limit this access?

Data masking

Encryption

Geolocation policy

Data sovereignty regulation
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Answer: C

Explanation:

A geolocation policy is a policy that restricts or allows access to data or resources based on the
geographic location of the user or device. A geolocation policy can be implemented using various
methods, such as IP address filtering, GPS tracking, or geofencing. A geolocation policy can help
the company's legal department to prevent unauthorized access to sensitive documents from
individuals in high-risk countries.

QUESTION 16
Which of the following is a hardware-specific vulnerability?

A. Firmware version
B. Buffer overflow
C. SQL injection
D. Cross-site scripting

Answer: A

Explanation:

Firmware is a type of software that is embedded in a hardware device, such as a router, a printer,
or a BIOS chip. Firmware controls the basic functions and operations of the device, and it can be
updated or modified by the manufacturer or the user. Firmware version is a hardware-specific
vulnerability, as it can expose the device to security risks if it is outdated, corrupted, or tampered
with. An attacker can exploit firmware vulnerabilities to gain unauthorized access, modify device
settings, install malware, or cause damage to the device or the network. Therefore, it is important
to keep firmware updated and verify its integrity and authenticity.

QUESTION 17

While troubleshooting a firewall configuration, a technician determines that a "deny any" policy
should be added to the bottom of the ACL. The technician updates the policy, but the new policy
causes several company servers to become unreachable.

Which of the following actions would prevent this issue?

A. Documenting the new policy in a change request and submitting the request to change
management

B. Testing the policy in a non-production environment before enabling the policy in the production
network

C. Disabling any intrusion prevention signatures on the 'deny any' policy prior to enabling the new
policy

D. Including an "allow any1 policy above the 'deny any' policy
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Answer: B

QUESTION 18

An organization is building a new backup data center with cost-benefit as the primary requirement
and RTO and RPO values around two days. Which of the following types of sites is the best for
this scenario?

Real-time recovery
Hot

Cold

Warm

cCow>

Answer: C

Explanation:

A cold site is a type of backup data center that has the necessary infrastructure to support IT
operations, but does not have any pre-configured hardware or software. A cold site is the
cheapest option among the backup data center types, but it also has the longest recovery time
objective (RTO) and recovery point objective (RPO) values. A cold site is suitable for scenarios
where the cost-benefit is the primary requirement and the RTO and RPO values are not very
stringent. A cold site can take up to two days or more to restore the normal operations after a
disaster.

QUESTION 19
A company requires hard drives to be securely wiped before sending decommissioned systems
to recycling. Which of the following best describes this policy?

Enumeration
Sanitization
Destruction
Inventory
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Answer: B

Explanation:

Sanitization is the process of removing sensitive data from a storage device or a system before it
is disposed of or reused. Sanitization can be done by using software tools or hardware devices
that overwrite the data with random patterns or zeros, making it unrecoverable. Sanitization is
different from destruction, which is the physical damage of the storage device to render it
unusable. Sanitization is also different from enumeration, which is the identification of network
resources or devices, and inventory, which is the tracking of assets and their locations. The policy
of securely wiping hard drives before sending decommissioned systems to recycling is an
example of sanitization, as it ensures that no confidential data can be retrieved from the recycled
devices.

QUESTION 20
A systems administrator works for a local hospital and needs to ensure patient data is protected
and secure. Which of the following data classifications should be used to secure patient data?

A. Private
B. Critical
C. Sensitive
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D. Public

Answer: C

QUESTION 21
A U.S.-based cloud-hosting provider wants to expand its data centers to new international
locations. Which of the following should the hosting provider consider first?

Local data protection regulations

Risks from hackers residing in other countries
Impacts to existing contractual obligations
Time zone differences in log correlation
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Answer: A

Explanation:

Local data protection regulations are the first thing that a cloud-hosting provider should consider
before expanding its data centers to new international locations. Data protection regulations are
laws or standards that govern how personal or sensitive data is collected, stored, processed, and
transferred across borders. Different countries or regions may have different data protection
regulations, such as the General Data Protection Regulation (GDPR) in the European Union, the
Personal Information Protection and Electronic Documents Act (PIPEDA) in Canada, or the
California Consumer Privacy Act (CCPA) in the United States. A cloud-hosting provider must
comply with the local data protection regulations of the countries or regions where it operates or
serves customers, or else it may face legal penalties, fines, or reputational damage. Therefore, a
cloud-hosting provider should research and understand the local data protection regulations of
the new international locations before expanding its data centers there.

QUESTION 22
Which of the following would be the best way to block unknown programs from executing?

A. Access control list
B. Application allow list.
C. Host-based firewall
D. DLP solution
Answer: B
Explanation:

An application allow list is a security technique that specifies which applications are permitted to
run on a system or a network. An application allow list can block unknown programs from
executing by only allowing the execution of programs that are explicitly authorized and verified.
An application allow list can prevent malware, unauthorized software, or unwanted applications
from running and compromising the security of the system or the network. The other options are
not the best ways to block unknown programs from executing:

Access control list: This is a security technique that specifies which users or groups are granted
or denied access to a resource or an object. An access control list can control the permissions
and privileges of users or groups, but it does not directly block unknown programs from
executing. Host-based firewall: This is a security device that monitors and filters the incoming and
outgoing network traffic on a single host or system. A host-based firewall can block or allow
network connections based on predefined rules, but it does not directly block unknown programs
from executing.

DLP solution: This is a security system that detects and prevents the unauthorized transmission
or leakage of sensitive data. A DLP solution can protect the confidentiality and integrity of data,
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but it does not directly block unknown programs from executing.

QUESTION 23

A company hired a consultant to perform an offensive security assessment covering penetration
testing and social engineering.
Which of the following teams will conduct this assessment activity?

White
Purple
Blue
Red
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Answer: D

Explanation:

A red team is a group of security professionals who perform offensive security assessments
covering penetration testing and social engineering. A red team simulates real-world attacks and
exploits the vulnerabilities of a target organization, system, or network. A red team aims to test
the effectiveness of the security controls, policies, and procedures of the target, as well as the
awareness and response of the staff and the blue team. A red team can be hired as an external
consultant or formed internally within the organization.

QUESTION 24
A software development manager wants to ensure the authenticity of the code created by the
company. Which of the following options is the most appropriate?

Testing input validation on the user input fields
Performing code signing on company-developed software
Performing static code analysis on the software

Ensuring secure cookies are use
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Answer: B

Explanation:

Code signing is a technique that uses cryptography to verify the authenticity and integrity of the
code created by the company. Code signing involves applying a digital signature to the code
using a private key that only the company possesses. The digital signature can be verified by
anyone who has the corresponding public key, which can be distributed through a trusted
certificate authority. Code signing can prevent unauthorized modifications, tampering, or malware
injection into the code, and it can also assure the users that the code is from a legitimate source.
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